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This User Guide assumes that you have already contacted the department and have obtained a username and temporary password for an account which enables access the Data Submission Portal.  If you do not have a username and password please contact hcp@health.gov.au (or ring 02 6289 8058) and request an account by giving the following details:
Name of data submitter:
Provider number of facility:
Provider (facility) name: 
Email for validation reports:
If you submit data for more than one hospital and require this to be set up, please provide the provider ID for all facilities.

This portal is the same portal hospitals use to submit the PHDB data monthly to the department. The portal can also be used as a drop box to upload hospital financial information. Please follow instructions as normal, once file has been uploaded, email the hcp@health.gov.au inbox or private.hospitals@health.gov.au. 


[bookmark: _Toc64292364][bookmark: _Toc184213452]Identity and Access Management (IAM) Portal
This process will allow you to change your password, set or modify your challenge questions and update your personal details.
To set up a new password for your account you will need to access the Identity and Access Management (IAM) portal.
Your username and temporary password are required to access this page. You should have received these in emails from the Department of Health.
[bookmark: _Toc382488047][bookmark: _Toc386467150][bookmark: _Toc415471423][bookmark: _Toc64292365][bookmark: _Toc184213453]Log on to the Identity and Access Management (IAM) portal
[bookmark: _Toc64292366]Step 1: Access the Identity and Access Management (IAM) portal at or click on the link provided in the Welcome email notification.
Step 2: Sometimes you may see the screen below depending on your browser settings. If so, click the ‘click here’ link.
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Step 3: Indicate your agreement with the terms and conditions by clicking on the ‘Accept’
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Step 4: Enter the username and temporary password you received in the email notification 
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Once you are logged on, the homepage will appear where you will be able to perform a number of different activities including changing your password.
[bookmark: _Toc64292367][bookmark: _Toc184213454]Change your password
Step 1: Select the ‘My Information’ tab from the IAM Portal
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Step 2: Enter your temporary/old password into the ‘Old Password’ field and your new password in the listed fields. Once you have completed all three fields click ‘Apply’.
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[bookmark: _Toc64292368][bookmark: _Toc184213455]Criteria for your new password
Passwords must:
· contain at least 2 alphabetic character(s) 
· be at least 10 character(s) long
· contain at least 1 lowercase letter(s)
· contain at least 1 numeric character(s)
· contain at least 1 uppercase letter(s)
· start with an alphabetic character
Passwords must not:
· match or contain first name 
· match or contain last name
· match or contain Username
[bookmark: _Toc382488049][bookmark: _Toc415471425][bookmark: _Toc64292369][bookmark: _Toc184213456]Setting up password challenge questions
The setting of challenge questions is triggered whenever a new account holder logs into their account for the first time. The challenge questions can also be updated at any time through the Identity and Access Management (IAM) portal. These questions are used to check the user’s identity whenever a password reset is requested.
Step 1: Select the ‘My Information’ tab from the IAM Portal
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Step 2: Select the ‘Challenge Questions’ sub tab from the ‘My Information’ page.
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Step 3: Select questions you would like to use as your three challenge questions using the drop-down boxes.
Step 4: Enter the answer for each chosen question into the boxes provided.
Step 5: Complete all questions and responses then click ‘Apply’. A popup will appear to confirm that challenge questions have been successfully set.
[bookmark: _Toc414873041][bookmark: _Toc64292370][bookmark: _Toc184213457]Reset forgotten password
If you ever forget your password, you are able to do a reset by entering the answers to your challenge questions, follow these steps.
Step 1: Navigate to Forgotten Password 
Step 2: Enter your username in the space provided and then click Next.
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Step 3: The following window will appear where you can enter the answers to your challenge questions which were set up when first setting your password.
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Step 4: Once you have filled in answers to each challenge question click the “Submit” button
Step 5: Once submitted an email should be sent to your email account assigning a random password which you can then use to log in.
Once you have received your temporary password, it is recommended that you change it to something more memorable to reduce the need for a future password reset. 
[bookmark: _Toc373750726][bookmark: _Toc373920466][bookmark: _Toc382488050][bookmark: _Toc386467152][bookmark: _Toc415471426][bookmark: _Toc64292371]If you have forgotten the answers or never set your security challenge questions then you will have to request a manual password reset by emailing hcp@health.gov.au providing your username and letting us know that you require a password reset.


[bookmark: _Toc184213458]Data Submission Portal (DSP)
[bookmark: _Toc373750727][bookmark: _Toc373920467][bookmark: _Toc382488051][bookmark: _Toc386467153][bookmark: _Toc415471427][bookmark: _Toc64292372][bookmark: _Toc184213459]Logging onto the DSP
Step 1: Navigate to the Data submission Portal 
Step 2: You may see the screen below depending on your browser settings. If so, click on the ‘click here’ link.
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Step 3: Indicate your agreement with the terms and conditions by clicking on the ‘Accept’ icon
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Step 4: Enter your Username and Password and click ‘Logon’.
Please note: your Username must be entered in lowercase
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After successfully logging into the Data Submission Portal you will arrive at this page:
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Please note:
The standard browser ‘forward’ and ‘back’ buttons should not be used when navigating within and between the portal base pages. Instead use the menu in the left pane to navigate between the pages. The standard browser ‘refresh’ button should also not be used. Instead use the refresh button or icon provided on the portal view page.

[bookmark: _Toc64292377][bookmark: _Toc184213460]Uploading a file
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Step 1: To upload your files, select the ‘Manual File Transfer’ link from the menu, as shown below. If you see an error message after clicking the link, please click the ‘Manual File Transfer’ link again.
Step 2: In the Server Upload Directory panel, ensure that ‘./inbox’ is selected from the dropdown box.
[image: ]
Step 3: Click on the ‘Upload button’ to upload files. A security warning may pop up, if this happens, tick the option to ‘Always trust content from this publisher’ and then click ‘Yes’. (This warning message should only appear the first time you launch the DSP from your browser).
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Step 4: A Windows File Explorer window will be displayed (as shown below). Navigate to and select the file you wish to upload and Click on the ‘Open’ button
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Please note: The DSP will accept both zipped and unzipped files.
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Step 5 An ‘Upload Progress’ window will appear on your screen updating you on the progress of the upload. Once your file(s) have been uploaded the text “Upload Complete” should appear in the window. Note that the ‘progress bar’ in the window will appear as below once completed. Click the ‘Close’ button to close the window.
Once you have uploaded your file to the DSP, you will receive an email confirming its upload. Please email the department and let them know you have uploaded the file and we will take care of it on our end.
Please note that when submitting the Private Hospital Financial Return for FY2024, you will receive a validation error message. You can ignore this error message. Your file has been submitted and can be retrieved by the department.

[bookmark: _Toc64292384][bookmark: _Toc184213461]Logging out
Once you have finished using the DSP click the ‘Log Out’ button on the left to log out.
If you leave your session inactive for more than a few minutes during use the system will log you out automatically.
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